
AI2: AI Safety and Robustness with Abstract Interpretation

http://safeai.ethz.ch/


How good (robust) is your neural net?

[1] Pei et. al., DeepXplore: Automated Whitebox Testing of Deep Learning Systems, SOSP 2017



Wanted:     Automated and scalable analysis to certify realistic neural nets

Potential Benefits:     

• Certify large cyber-physical systems that use the NN

• Prove robustness of NN (beyond just finding adversarial examples)

• Learn interpretable specs of NN      

• Compare NNs         

• Train NNs



Talk based on

(Gehr, Mirman, Drachsler-Cohen, Tsankov, Chaudhuri, V)

ACM ICML 2018 

(Mirman, Gehr, V)



Problem Statement and Challenges

Given
- a neural network 𝑵
- a property over inputs 𝝋
- a property over outputs 𝝍

check whether ∀𝒊 ∈ 𝑰. 𝒊 ⊨ 𝝋 ⟹ 𝑵 𝒊 ⊨ 𝝍 holds

Challenges:
- The property 𝜑 over inputs usually captures an unbounded set of inputs
- Existing symbolic solutions do not scale to large networks (e.g. conv nets)

To scale:
- Need to under- or over- approximate



High Level Insight: AI for AI

Deep Neural Nets:

Affine transforms + Restricted non-linearity

Abstract Interpretation:

Scalable and Precise Numerical Domains

+
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Meaning of a zonotope


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Zonotope Operations for Neural Networks
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Zonotope Operations for Neural Networks: join 
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Problematic: too fine-grained, loses too much precision



Step II: Instead, design custom ReLU transformer
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𝑥

∞

Ball 𝑥 = 𝑦 𝑥 − 𝑦 ∞ < }∞

𝑦
𝑥  𝑦

Our goal: prove Step 2 never succeeds
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Label 𝑖 is possible iff: 𝜑𝑛 ⊓ {∀𝑗. 𝑥𝑖 ≥ 𝑥𝑗} ≠⊥
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More complex perturbation: rotations

∞



Analysis can benefit training of networks

∞  = 0.1



Differentiable AI training scales better than all prior work



Summary

...
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