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Abstract. In this age of ubiquitous computing we are witnessing ever in-
creasing dependence on sensing technologies. Sensor-enabled smart devices are
used in a broad range of applications, from environmental monitoring, where
the main purpose is information gathering and appropriate response, through
smartphones capable of autonomous function and localisation, to integrated and
sometimes invasive control of physical processes. The latter group includes, for
example, self-parking and self-driving cars, as well as implantable devices such as
glucose monitors and cardiac pacemakers [1, 2]. Future potential developments in
this area are endless, with nanotechnology and molecular sensing devices already
envisaged [3].

These trends have naturally prompted a surge of interest in methodologies
for ensuring safety and reliability of sensor-based devices. Device recalls [4] have
added another dimension of safety concerns, leading FDA to tighten its oversight
of medical devices. In seeking safety and reliability assurance, developers employ
techniques to answer to queries such as “the smartphone will never disclose the
bank account PIN number to unauthorised parties”, “the blood glucose level
returns to a normal range in at most 3 hours” and “the probability of failure to
raise alarm if the levels of airborne pollutant are unacceptably high is tolerably
low”. Model-based design and automated verification technologies offer a number
of advantages, particularly with regard to embedded software controllers: they
enable rigorous software engineering methods such as automated verification in
addition to testing, and have the potential to reduce the development effort
through code generation and software reuse via product lines.

Automated verification has made great progress in recent years, resulting in
a variety of software tools now integrated within software development environ-
ments. Models can be extracted from high-level design notations or even source
code, represented as finite-state abstractions, and systematically analysed to es-
tablish if, e.g., the executions never violate a given temporal logic property. In
cases where the focus is on safety, reliability and performance, it is necessary to
include in the models quantitative aspects such as probability, time and energy
usage. The preferred technique here is quantitative verification [5], which em-
ploys variants of Markov chains, annotated with reward structures, as models
and aims establish quantitative properties, for example, calculating the probabil-
ity or expectation of a given event. Tools such as the probabilistic model checker
PRISM [6] are widely used to analyse safety, dependability and performabil-
ity of system models in several application domains, including communication
protocols, sensor networks and biological systems.
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The lecture will give an overview of current research directions in automated
verification for sensor-enabled devices. This will include software verification for
TinyOS [7], aimed at improving the reliability of embedded software written in
nesC; as well as analysis of sensor network protocols for collective decision mak-
ing, where the increased levels of autonomy demand a stochastic games approach
[8]. We will outline the promise and future challenges of the methods, includ-
ing emerging applications at the molecular level [9] that are already attracting
attention from the software engineering community [10].
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